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1 B

BGA300 /& —k =N AW F MG, RIS BLE 5.0 ¥4, K WIFI. Ethernet 5 HEkM
.

KBE ARG

« Bluetooth: Bluetooth Low Energy 5.0 13X

« WIFI: 802.11b/g/n (2.4GHz)

* Ethernet: 802.3 802.3u, 10M/100Mbps

+ USB Type-C fitH,

« HF#:10: Keys*2 and LEDs*4

» N & Bluetooth RF front-end module (FEM) &bk
o HME RZk 11 (Bluetooth*1, WIFI*1)

o R

« HhsEHEA I

o PiFhTAER (R, =0

o« HFPECE APL 10 (JSON string, Raw binary)
« FONNCENT H O & B A Hh il bk

» RUTH) Bluetooth HE:{EM: ST @

o RIFI WIFI S5

BGA300 HJ AR BB MR T H w22 RS 75
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2 TR

B4 11 R -

H

ik

USB Type-C it #2111

RESET Key

RESTORE Key

Ethernet RJ45

SYS LED, %ttt

WIFI LED, %t

Bluetooth LED 1, ¥

"
=

Bluetooth LED 2, &

Bluetooth <%k

2O N[ W|IN|—~

0 WIFI K2

21 HJE

BGA300 tH—~ USB-C # [ fitH (DC 5V 2A).

2.2 FBRLT

LED $57R~47 & X

LED RS ik

SYS = RGN IE R
b3 RGBT

WIFI = WIFI 2
K WIFI A&

BLE1 2 W TR IE %,
K U IR 2R
12 W F RS
e BFT RS

BLE2 2 W FERAR S

FONNCENT 4



Ethernet RJ45 LED % = DL 4%
P DYNIF SLE:A
Ethernet RJ45 LED % = DA X i 4% L 3 T
AR DA R Ab T IR0k AR 2
2.3 &
JaHE S
Key ik iR
RESET R KA
RESTORE K% 3 b PKAEH ) e B I E AL
24 R#&
W5 WIFI K2 .
« SMA £
*24GHz

« +3dBi 3
o K& 50mm

2.5 Ethernet

Ethernet RJ45 2 L1 H#%:
« |EEE 802.3/802.3u
* 10Mbps/100Mbps

o HEMOIRESTERT 2 LED (35*1, £*1)

« R R

FONNCENT




3 IhRERIR

34 &E

BGA300 #2 it 7 —/ WIFI hotspot 54 Web server, T H ) #liatb 23 5HcE . Wk
WIFI hotspot SSID H: FC-XXXXXX, A XXXXXX KMk MAC Hutkfg 6 7, 5 A:
12345678. Web server IP #ilik 5. 192.168.4.1, ERIAFH 42054 admin/000000.
BGA300 #2Ht 7 —ANDUKME: . F P n] Bod i LUK 5 i A web server. 44 F LA
KIGERR A G, MoKz iT DHCP &/ it E sh3kE IP Mk,  F P Al idad 4% i
BB UL TR B LA S AR P 3R EL 1P Mkt

Web server % Tl R o

311 EBFHAH

Welcome to A300

Username |admin

Password

@Copyright 2024 by Fonncent. All rights reserved.

BRI 1 44 %1% admin/000000. HI/ & MG, & eROZEHE D,

FONNCENT 6



312 BHHR

Welcome to A300
Logout
Home Setting Maintenance User
#
Model a300
MAC a0:dd:6c:02:04:b0

MAC(Ethernet)

IP

IP(Ethernet)
Application version
BT version

BT address

BT state

BT connections

Online time

a0:dd:6c:02:04:b3
0.0.00
192.168.3.117

1.7.10

1.1.0
a0:dd:6¢:02:04:b2 (0)
standby

0

16 days 8 hours 15 minutes

@Copyright 2024 by Fonncent. All rights reserved.

ZIRRMRAERE, i, MAC Mk, 1P bk, MAHRBEFMRAS . WA BRAS .

FHbk, BRI 7] 5
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Welcome to A300
Home Setting Maintenance
Networks
Networks | Ethernet 1%

Save

WIFI Remote AP

Security Mode [WPA2_PSK v

SSID [HUAWEI-TKSZTG_HiLink |

Password [+ ]

s

Time
NTP Server |ntp.aliyun.com ]
Time Zone [cST-8 |

Ea
APl

Work mode [ Cloud v
Format [ JSON string v

En

MQTT broker

URL |maqtt://fonncent com.cn

Username [a300 ]

Password [sseees |

Heartbeat

Enable [on 1%

Interval(60-
6005) @

(save)

@Copyright 2024 by Fonncent. All rights reserved.

PR E RS AL
WARAEFTSEE R, 75 HR RO AR
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Dire ZH ik
Networks Networks M5 iE P WIFI, Ethernet, WIFI+Ethernet

WIFI remote AP

Security mode

ZAYWIETTE, 41 OPEN, WPA, WPA2 ...

SSID

izt AP [#) SSID

Password sty AP 2R
Time NTP server ntp k%45, W ntp.aliyun.com
Time Zone BT IX 2%, n"GMTO", "CST6", "CST-8"...
API Work mode BB, i
Format JSON string %zt =
Raw binary %#zt% =
MQTT broker URL mgqtt://broker-ip:port
maqtts://broker-ip:port
Username % F i FH 44
Password 7% 7 iy B
Heartbeat Enable TN SIS
Interval BRI )R] R, B A
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314 4P RH

Welcome to A300

Logout

Home Setting Maintenance User

Reset
File
Local | et | sostsHant
Remote | mqtt_broker.pem v
Log
Download

@Copyright 2024 by Fonncent. All rights reserved.

GO P RBAT A B, IRALOG . ARSI (U0 matt RS EHIEFS). NEH B
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315 HAFEERAH

Welcome to A300

Home Setting Maintenance

Logout

User

User

Username ladmin
Password
New Password

New
Password(2)

@Copyright 2024 by Fonncent. All rights reserved.

W OCERIN B ME— T . admin, FH P 7E 1 00 58 37 255G o
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3.2 TEER

BGA300 SR Al AR : SRR S 280, WA S [ —A APLEZ

3.21 BB

W iz 47—~ websocket server, 2 URL : ws://gateway-ip/chat, .+ gateway-ip H¥
JRSEbR IP Huhk. I RTEE AR websocket client 17 .

3.22 =HER

W IE4T— matt client i matt broker. FH /7 N AR @IS %Rk %548 5 L2 H.
{24 mqtt broker, 41 EMQX, Mosquitto Z5#8 AT {E Ay A i 5525 o 1% st =02 4 5 B 1 =8
2 A

—AMEAL IR 7R B R

Customer
server
[}

BCX100

- Va

- b
[ )] (@ IGD)] () ()]
BGA100 BGA100 BGA100 User monitor  User mobile
W@ @ 1@ @ @ 1@
Sensor Sensor  Sensor Sensor Sensor Sensor

o

MQTT broker =] PA¥#2E 7E FONNCENT =°F- & BCX100, 0 a] DL ELER RS 25
Sensor fREWHE T 5%

User monitor, User mobile &% /" N FIFEF
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3.3 NARERFRmEED

BGA300 Fik#% SDK JE=, i ik EE s 2 AP 5 2 SRR 7 A8 B SR = &
2, R PR R TR SR RIE S, B HEIR A AP FRIEEN T,
BGA300  H iR e : JSON string 1% 2 F1 Raw binary 3%

3.3.1 JSON string $IE#KE=R

X F g 3 5 TR FALHE, & F T R Gilek (system domain) 04 #1157 15 ( bluetooth domain)
Y (SR
H5% APl 1.

3.3.2 Raw binary #i#E# =R

A QAR w28 OOM T W 2 S AR 2, i IS B S AR A M RE 45 i A AR B BT
WHZ% AP S
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3.4 MQTT fiR%5:

341 FR

AEAT MQTT Hi 55 #8887 LATE 24 AN RS 7 2 [ I, R EEE A2 LR 2R

# it o

1 version 3.1.1

2 transport over TCP S url: matt:/broker-ipzport

3 transport over SSL CFF url: matts://broker-ip:port

4 security SCEF TLS1.2, X.509 certificate
342 ¥

BGA300 & X | MR K {51E:

B AIEIE:
/home/bgw/00:00:00:00:00:00/downlink
/home/bgw/00:00:00:00:00:00/uplink

B AAH{EE:
/home/bgw/xx:xx:xx:xx:xx:xx/downlink
/home/bgw/xx:xx:xx:xx:xx:xx/uplink

R

1. AIASEH T IA MOCHRAE, BRI, HEE AW DS

2. RAEEHTRE MRS, fliRaRE . WA ERES, HP: XXO0OXXXXXXIXX &
KK MAC Hiht:

3. MBS N TR S R AT 3

4, [ZIBVEPRIR API BAREIE A 55

5. SRR FATHEERS £ EokAN, B BATRERE TR T, 9 OQ AH

343 =4

BGA300 = H5 H Fh 2 Y 4 -
W transport over TCP
URL: maqtt://broker-ip:port

B transport over SSL
URL: maqtts://broker-ip:port
TES—AEOLS, Bl LSO R4, P AR R R el A X 2d T I
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S T RHILR, g R 2 a5 UGER, FTRIFBUR 124 5 i AR5 2 TS .
TEAE% 2, BGA300 # it sl il BP 2¢ 56 IE 328 v AR 45 #8 E 5 (X.509
certificate), T AALE HiEH.

BGA300 N 7fil CA MRUEF:, RIS UFEImARS#E, H P& F RS e 5 AW L,
BT

Bl AR web server

£ web server I4Ed T, FH Al #E EAR IR SO

HZERET 3.14.

m  EiF BCX100
TR 0 7 v 28 3 FONNCENT =°F 4 BCX100.
iH5% BCX100 H R .

(]
1. A E: PEM # 2UHIAES ot
2. MQTT k&5 ik B3 4alE 2 4: matt_broker.pem

76 MQTT s, RS S8 T HRals P 44 850 1077 OB % o
BGA300 S L& M6y “ P/ 44/ 3

WS 3.3,

i#%% BCX100 fI/ {57,
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35 HZE

A WA 2T SR B S S

B EAH web server
7E web server F4E4 UL, )R] FECHE SO
HSHEET 3.1.4,

m @i BCX100
iHi FONNCENT =°F& BCX100, HPFUEE. EH, FTHMKEHE.
&% BCX100 I/ 45/ -

[]
HE 41 h: app.log

3.6 NHARERF OTA

Hjd FONNCENT =°F-& BCX100, HFHILL:
o BRI
< ERN R
o XFPOCIEET R AR P OTA (Over The Air)

HZ% BCX100 H /55 .

3.7 WBZFE4 DFU

i#it FONNCENT =15 BCX100, I mILL:

o AR [ 4

o LT 1E

o Xt SCEE4T 5 27 DFU (Device Firmware Update)

HZ% BCX100 H /55 .
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